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Background
°

Graph Adversarial Attack

® Graph Adversarial Attack = Graph Neural Network +
Adversarial Attack.

e Add fake nodes and extra connections.

® |ower the performance of node classification.
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Formulation
°

Problem Formulation

Given G = (A, X), where A € {0,1}V*N and X € {0,1}V*D

® Target node set Vigger C V.
® Add Npye fake nodes, leading to G+ = (AT, X™). where
At = [A BT} and Xt = [ X ] (Mild perturbation.)
B Afake Xfake

® Minimize the adversarial loss
MiNAL,. B Xk L(G+7 Vtarget) s.t. HBHO < Aedge
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Challenge
°

Challenge

in  L(GT,V, t.||Bllo £ A
Afakzl:lBlal}(fake ( ) target) S ” ||O S Qedge

® Discrete optimization. Gradient method is prohibitive.

* Relax At € {0, 1}(N+Nfake)><(N+Nfake) to
At € [0, 1](N+Neake) < (N+Neake) to use PGD (Xu et al., 2019) =
loss of accuracy.

® RL-based method (Sun et al., 2019)/Greedy search (Wang et
al., 2018) = time consuming.
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Cluster Attack
®00

Algorithm

® Motivation - divide target nodes into several clusters to gain
better performance and lower the complexity.

® Target nodes in same cluster are supposed share a certain
kind of similarity.

® How to denote this similarity? = Most Adversarial Feature.

® Features of fake nodes derive from cluster centers of Most
Adversarial Feature.

Cluster Target
X Nodes According
) To Their MAFs

Compute

Approx. MAF Add Fake Nodes
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Cluster Attack
oceo

Experiment Results

% 1: Success rate of targeted attack adding 4 fake nodes. T denotes
number of target nodes.

Method Cora Citeseer

T=3 T=5 T=7 T=10|T=3 T=5 T=7 T=10
Random 0.07 0.08 004 0.05 0.04 002 003 003
NETTACK 061 057 055 053 075 071 066 061

Sequential Greedy | 0.68 073  0.72  0.70 076 074 072 067
Cluster Attack ‘0.99 093 0384 0.72 ‘1.00 0.89 080 0.70

® Generally, our algorithm outperforms existing baselines.

Tsinghua University

Zhengyi Wang, Hang Su

An Efficient Adversarial Attack on Graph Structured Data



Cluster Attack
ocoe

T oo

Zhengyi Wa Hang Su Tsinghua University

An Efficient Adversarial Attack on Graph Structured Data



	Background
	Formulation
	Challenge
	Cluster Attack

